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Executive Summary 
Facilities Management identified issues with their internal controls over their high risk assets and 
reached out to Audit Services for assistance.  This audit tested operating controls over high risk 
assets and supplies in 2016 based on data selected between 2013 and 2016.  Items selected 
included keys & access cards due to their inherent security risks.   

Facilities Management does not have a sufficient system of internal controls 
over assets; however controls are improving under ongoing efforts.   

A system of internal controls over assets is guided by the classification of property.  Determination 
of an asset’s classification is based on assessment after each item is obtained. Capitalized assets 
have some of the highest tracking and control requirements that are stipulated within the County’s 
capitalization policy.  Less costly items that have a higher risk for misappropriation, misuse or loss 
require controls.  The controls should prevent, detect and assign responsibility for the assets within 
the organization.   

Facilities Management’s assessment of assets classification was incomplete and only classified 
assets as capital and non-capital.    The non-capitalized items were treated as expendable assets 
with only limited physical controls applied.  Their assessment process did not include the high risk 
asset classification so they did not classify any of their assets utilizing this category.  Their system of 
internal controls is not sufficient since it is unable to demonstrate adequate tracking and controls of 
high risk items.       

This report includes recommendations on the need for establishing and conducting an assessment 
of existing and future assets to determine property classification that includes high risk items.   
Policy and procedures development should be consistent with the Budgeting, Accounting & 
Reporting System (BARS) 3.3.11.50 and Clark County’s Capitalized Assets policy.  

Essential internal controls of keys and access card policy are not 
implemented, increasing risk of unauthorized access to County buildings. 

Internal controls over keys and access cards are established to control the access to buildings in 
such a manner that will afford protection of assets and occupants.  This system’s primary tool for 
directing security efforts is the County’s Lock, Key, and Access Card Policy (P290).  The policy 
establishes the roles and responsibilities between the issuing department, recipient, and Facilities 
Management.  A principle element within P290 on ensuring accurate records is an annual inventory 
of keys and access cards.  The inventory would be performed by Facilities Management in 
collaboration with the issuing departments.  This annual inventory has not been conducted by 
Facilities Management.  We tested a judgmental sample of security records to determine if they 
were kept up to date.  Our audit found that after we tested a selection of separated employees and 
vendors’ security records, 98 access cards were deactivated and security records for 170 keys were 
updated to the “lost” category.  Usage was found beyond the date of separation for 16 deactivated 
cards. This reflects that the current internal controls over key and access cards do not effectively 
capture changes in security access.  

Our recommendations include updating the security records to reflect the disposition of active 
keys/access cards, increase policy awareness, and fully implementing Clark County policy P290. 

Facilities Management generally concurs with the recommendations and their written response is 
found in Appendix J.  We wish to thank them and their staff for their cooperation on this audit.  
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Introduction   
Facilities Management is a division within General Services.  It is responsible for the 
maintenance of all County buildings and various rental buildings.  Activities include 
preventive maintenance, emergency and unscheduled repairs, engineering services, 
regulatory compliance, energy conservation program, construction and remodeling projects 
at the request of operating departments.  The County contracts for routine janitorial 
services.   

Facilities Management has 41.5 employee positions with a County wide service area that 
includes 163 sites and 213 structures.  Staff is comprised of management, administrative 
personnel, warehouse, HVAC, electrical, plumbing, custodial, carpentry, keys and project 
support, see figure 1.   The creation of keys is primarily performed by one employee 
designated as the Locksmith and access cards are created by two employees under the 
Electronics division.   

 

Figure 1: Facilities management organizational chart  
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Purpose 

The purpose of this audit was to assess the effectiveness and efficiency of the system of 
controls over high risk items and supplies.  High risk items are tools, equipment, keys and 
access cards.   

Why This Audit Focus 

This audit is the third in a series of three audits focusing on high risk supplies and 
equipment planned within Clark County using similar criteria.  

Selection of this audit topic was based on several factors including: 

• Results of similar audits in other jurisdictions; 
• No local audit work had been done in this area for over ten years. 

The major organizations with high risk based on size, complexity of operations and existing 
procedures are the Sheriff’s Office, Public Works, and General Services. We completed an 
audit of the Sheriff’s Office in 2015 and Public Works in 2016. While other areas also have 
elevated risk, we believe the information provided by these three organizations accurately 
represent the policies and procedures used to address the risk county-wide. 

Summarized Objective, Scope, and Methodology 

This performance audit was undertaken to determine if Clark County Facilities Management 
provides adequate controls over high risk items.  For the purpose of this review high risk 
items include; tools, supplies, keys and access cards. We completed this audit through 
interviews; testing, observations, researching similar audits & best practices; reviewing 
laws, regulations & policies; and analyzing inventory data. More detailed information on 
this work is available in Appendix A: Full Audit Methodology. 

We utilized non-statistical sampling based on auditor’s professional judgement.  Data was 
stratified by type of high risk item.  The results of our analysis are limited to those items 
tested and findings are not representative of the entire population.  We tested expendable 
tools & equipment and custodial supplies identified through procurement records. Of the 
procurement records analyzed, a random number generator was used to select a sample of 
items.    Keys and access cards records were generated from their respective databases.  The 
key and access card records were selected based on; 

• Blank stock- selected procurement records,  
• Issued stock- by matching a selection of separated employees data and 

vendor/contractor data based on word match.   

We conducted this performance audit in accordance with generally accepted government 
auditing standards. Those standards require that we plan and perform the audit to obtain 
sufficient, appropriate evidence to provide a reasonable basis for findings and conclusions 
based on our audit objectives. We believe the evidence obtained in this audit does provide a 
reasonable basis for the findings and conclusions, based on our audit objectives. 
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Audit Results  
Focus 1: High Risk Items 
 
Objective 1: Determine if Facilities Management’s controls of high risk items and 
supplies are sufficient and effective. 

Conclusion 1: Facilities Management does not have a sufficient system of internal 
controls over assets; however controls are improving under ongoing efforts. 
 
Summary:  Facilities Management’s assessment of assets classification, for control purposes, was 
incomplete and only classified assets as capital and non-capital.  Of the capitalized items they 
identified, they applied the controls stated in Clark County capitalization policy, see Appendix H.  
Facilities Management is not in compliance with the Budgeting Accounting and Reporting System  
and County’s Capitalization Policy control requirements for high risk items.  Their assessment 
process did not include the high risk asset classification as defined within the State Auditor’s 
Budgeting, Accounting & Reporting System definition of small & attractive and Clark County 
Capitalization Policy. The non-capitalized items were treated as expendable assets with only limited 
physical controls applied.   
 
Controls over assets were primarily limited to physical barriers (i.e., buildings, fencing, and 
vehicles) and inconsistently applied labeling or marking of assets.   The system of controls over 
assets during our review did not demonstrate tracking and controls of high risk items.  We tested a 
selection of expendable tools and supplies.  Due to deficient record keeping and limited item 
descriptions on procurement records, we were unable to determine if any loses had occurred.  An 
accumulation of previously expensed customer owned supplies were identified during our review 
by Facilities Management.  Due to aggregate value of the inventory, it could be reportable in the 
County’s financial statement.  Facilities Management has begun warehousing efforts that will 
address many of the tracking and controlling deficiencies.   

No assessment to identify high risk assets conducted 

Facilities Management’s assessment of assets classification was incomplete and only 
classified assets as capital and non-capital.  Of the capitalized items identified, they applied 
the controls stated in Clark County capitalization policy which include tracking and 
conducting periodic inventories.  The non-capitalized items were treated as expendable 
assets with only limited physical controls applied.  Our review found that their assessment 
did not include the high risk asset classification.  The existing system of controls over assets 
does not demonstrate adequate tracking and controls of high risk items.       

“Most local governments do not account for the value of their small assets but 
they are accountable for these assets.” 

State Auditor’s Budgeting, Accounting and Reporting System (BARS) Manual, section 3.3.1.30 
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An approach that could be adopted is to categorize an asset initially between non-
expendable and expendable for control purposes, figure 2.  Non-expendable is further 
subcategorized if the assets meet the capitalization category, then the high risk category and 
finally the rest are classified as durable items.   

 

Figure 2: Based on U.S. Bureau of Reclamation: Property accountability, classification of property  

The differentiation among the categories determines the type of accounting and controls 
around the items.  Controls for capitalized items are detailed within the capitalization policy 
and the responsibility over these assets remains with the department.   

High risk assets as defined by 3.3.11.50 of the State Auditor’s Budgeting, Accounting & 
Reporting System (small & attractive) and Clark County Capitalization Policy require 
controls designed to track and control them, see Appendix B.  When designing the controls, 
departments should develop them as appropriate to the nature of the asset.  For the 
remaining categories, durable or expendable assets, departments must demonstrate 
adequate accountability of these items.  Accountability is the obligation to demonstrate 
good management of, or control over those matters for which a person or agency is 
responsible.  For example, most local governments do not account for the value of their 
small assets, but they are accountable for these assets. 

State Auditor’s Budgeting, Accounting and Reporting System 3.3.11.50 also states that each 
government should perform an assessment to identify those assets (small and attractive) 
that are particularly at risk or vulnerable to misappropriation, misuse or loss or that 
otherwise need to be tracked for operational purposes that fall below the government’s 
capitalization threshold.   

Cl
as

sif
ic

at
io

n 
of

 P
ro

pe
rt

y 

Expendable 
Life < 1 year 

High Risk 

Expendable 

Non-expendable 
Life > 1 year 

Capitalized 
Live > 2 years 
Value ≥ 5,000 

High Risk 

Durable 





R.10 Final Report Facilities Management Audit 2017.Docx  11 
 

associated with the type of asset.  The assessment for high risk items should take into 
consideration two factors, see figure 4: 

 What is the likelihood the asset would be misappropriated, misused or lost? 

 What is the impact to the organization if associated risk occurs? 

 

Figure 4: U.S. Government Accountability Office: A framework for managing fraud risk in federal programs 

If the likelihood and impact is high, the degree of internal controls must be high enough to 
prevent the misappropriation, misuse or loss.  Creating effective internal controls begins 
with their initial design.  Is there a stated objective?  Has management defined their 
acceptable risk tolerances? Management’s design is a balancing of factors such as costs, 
complexity and risk.   
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Budgeting, Accounting and Reporting System provides latitude on the quantity and type of 
controls over high risk items. Controls may range from basic measures such as policies, 
tagging, assigned custody, to full tracking and inventory controls resembling those for 
capital assets. Controls should be designed to minimize identified risks, as appropriate for 
the nature of the assets and risk. Controls should generate adequate documentation to 
demonstrate achievement of objectives. 

Designing effective internal controls share five interrelated components that speak to the 
interplay between management and staff. They are:  

1. Control environment – The tone set by management that influences the control 
consciousness of staff.  

2. Risk assessment – Management's identification and analysis of relevant risks to 
achievement of its objectives, forming a basis for determining how the risks should 
be addressed or controlled.  

3. Information and communication – Systems to support the identification, capture, 
and exchange of information in a form and time frame that enable people to carry 
out their responsibilities.  

4. Control activities – Specific policies or procedures that directly address risks 
related to the achievement of objectives.  

5. Monitoring – Management’s review of the operation of internal controls over 
time. 

 

Figure 5: U.S. Government Accountability Office: Achieving objectives through internal controls   

Once controls are designed and implemented, a periodic review is recommended to 
evaluate the effectiveness of the controls.  A sample assessment of controls can be found in 
Appendix F.                            

Limited controls over assets   

At the time of our testing in 2016, Facilities Management employed limited security 
measures over their non-capitalized assets.    One of the controls used was that of physical 
barriers.  Assets were generally located within Facilities Management controlled work areas 
and vehicles.  The primary building is Facilities’ physical plant which is secured within a 
chain link fence.  Access to its interior is limited to Facilities staff via the use of access cards 
and mechanical locks.  Trade vehicles were locked during operation and stored within the 
fenced perimeter.  The primary gate to the building is locked during non-working hours and 



R.10 Final Report Facilities Management Audit 2017.Docx  13 
 

is only accessible through controlled security access.  The new warehousing component is 
similarly secured.   

Facilities Management utilized the tagging and marking of assets.  The application of the 
tags was limited to larger equipment that had been previously labeled. Labeling was not 
consistently applied and of the assets previously labeled, no inventory list was available for 
review.  Portable tools were generally located in cabinets within specific trade areas or 
assigned to staff.  Tool assignments to staff were not documented nor was a list maintained.  
Larger or highly specialized tools were stored in a tool room within the principal Facilities 
building.  The tools generally did not contain identifiable Clark County property tags or 
markings.  There was no issuance tracking of tool room items or inventory list maintained.  

 Custodial supplies were co-located with contractor owned supplies within secured closets 
and both are used during janitorial services. These are consumable items and do not 
generally require labeling due to their low unit value. However consumables assets should 
be tracked for indicators of misappropriation, misuse or loss.  Facilities Management was 
not tracking the consumption of their consumable supplies.     

Due to Facilities Management treatment of non-capitalized items as expendable assets with 
only limited physical controls applied, there is an increased risk of misappropriation, 
misuse or loss. We reviewed 2013 thru 2016 procurement records associated with Facilities 
Management.   We compiled a judgmental sample of expendable equipment and supplies 
procured in 2016 that generally match the County’s definition of high risk.  We then tested 
the sample of expendable equipment and supplies to test for indicators of loss.   

We selected 35 items and Facilities Management provided 34 items generally matching the 
description of procurement records and 1 item was presented as an incomplete set.  

We selected a purchase order of custodial supplies and requested distribution records of 
the items.  There were no receipts of delivery to individual custodial closets or tracking on 
individual item consumption.  Supplies were provided to custodial contractor who manages 
the inventory once delivered and requests re-orders via email or Facilities supplied forms.  
Written re-order requests were not retained after orders were fulfilled.  We were unable to 
determine the final distribution of custodial supplies from the selected purchase order.   

Due to limited record keeping and item description on procurement records we were 
unable to determine if any loses had occurred of the items tested.  

Without tracking and controlling for these tools and supplies, there is an increased risk of 
misappropriation, misuse or loss.   Facilities Management’s existing limited controls do not 
adequately safeguard high risk assets.   Existing controls may prevent some loss by the use 
of physical barriers but without appropriately assigning responsibility or tracking high risk 
assets it is difficult to detect misappropriation, misuse or loss.     

Accumulation of previously expensed supplies 

In the fall of 2016, Facilities Management conducted a review of their stores and identified a 
cache of previously expensed supplies.  These were primarily construction and repair 
supplies that included fittings, cabling, switches, panels, locking mechanisms, electric fan 
motors and similar items.  The past practice had been to store expensed supplies that were 
retained after completed work orders.  The buildup had been gradual and supplies were 
stored in decentralized locations.    
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They also began the expanded use of TMA Systems, a Computerized Maintenance 
Management Systems (CCMS) to encompass inventory of supplies and tools/equipment.  
This is a departure from the previous practices.  Tools and equipment were not tracked and 
had limited physical controls.  They also did not maintain an inventory on hand, but 
purchased project specific materials at the time of the work order request and expensed 
them at the time of purchase.    These practices have changed with the addition of the 
warehousing component.   
 

       
Photos 1: Interior images of new warehousing component 
 
Facilities Management has begun carrying an inventory of custodial and trade supplies. The 
inventory tracking software is able to track the inventory on hand, its quantity, value and 
produce itemized issuance records.  A sample report showed that on the day the report was 
run, custodial supplies had 59 custodial supplies categories, 578 items with an inventory 
value of approximately $7,100.  These new capabilities increase the controls over the 
supplies and aids management in their trending analysis.  Carrying the items in stock also 
creates efficiencies in the delivery time to the requestor and possibly lowers costs by 
purchasing in volume.  Facilities Management is exploring contracting with a supplier for 
common trade supplies to obtain the best pricing available.   

Facilities Management also focused on staff development by sending them to additional 
software training where they learned key inventory features and networked with other 
entities that currently use the system in this manner.   

High risk items assessment 

Facilities Management has begun working on an inventory process that allows them to 
account for tools and equipment. They have begun entering them into TMA Systems 
software and Facilities Management has developed specific controls over four categories:   
 

1. Warehouse Tool Room 

2. Service Vehicle Tools 

3. Lockable Tools Roll Cars 

4. Technician Hand Tools 
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1. Warehouse Tool Room  
 

     
Photos 2: Warehouse tool room 

 
A section of Facilities’ warehouse has been secured and an inventory of 312 shared tools 
is stored within the area.  The tools are tagged and entered within TMA Systems.  The 
usage and disposition of the tools are tracked by the software. 
 
2. Service Vehicle Tools 

 

     
Photos 3: Service vehicle tools 

 
Facilities Management is implementing a pilot program that tracks items located within 
individual trade vans.  Each van would be set up within the TMA Systems software as a 
warehouse with its own inventory of tools and supplies.  We were able to review the 
first van inventoried under this pilot program.  

Facilities provided a report of 24 items inventoried within one trade van and we were 
able to visually inspect the items.  The report had descriptions of the items located 
within the vehicle and included references to the asset tags affixed to the individual tool.   
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3. Lockable Tool Roll Cars  
 

   
Photos 4: Tool cart for high security areas 

 
Facilities Management has conducted an assessment of tools required for repairs within  
high security controlled areas.  These tools are stored onsite and require a higher level 
of tracking when entering and exiting the restricted areas. 
  
They have created itemized tool foam cut outs for each of the required tools.  They 
painted the interior of the drawer white to assist in identifying any missing tools. These 
additional controls were put in place to reduce the risk of lost tools within  high security 
areas. 
 
4. Technician Hand Tools 

 
These are lower cost tools such as screw drivers, hammers, pliers, channel locks and the 
like.  Though not individually tracked within the software, each tool request requires 
management’s approval and consumption rates analysis based on purchase order 
request records may be conducted by management.    

 
With these new controls in place, Facilities Management will be able to generate reports on 
the tracking and controlling of their tools/equipment.  Their efforts will aid in reducing the 
risk of misappropriation, misuse or loss.  We encourage Facilities Management to expand 
their assessment and controls development of all identified high risk items that include 
offsite storage sites as well.   
 

Written warehousing policy and procedures are needed 

Facilities Management has begun limited operations of their warehousing unit.  Most of 
implementation has been done prior to the final development of written policies and 
procedures.  To ensure that operations are as efficient and effective as possible, Facilities 
Management should consider the following factors as they develop their policy and 
procedures:  
 

Reporting requirements of inventories 

Consumable inventories could be reportable if fiscal year-end balance of on-hand 
inventory’s value exceeds an established threshold.  The final determination of the 
established threshold for consumable inventories and required additional controls 
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should be made by Facilities Management in consultation with its financial officer 
and with the Finance department’s reporting group.    
 
Staff development for inventorying  

Staff should receive training on how to successfully conduct an inventory.  Reaching 
out to departments within Clark County that manage similar inventory is advisable.   
 
Inventory management 

The following are examples of functions warehousing units are responsible for: 
• Receipt and inspection of items at the warehouse 
• In-storage maintenance of supplies 
• Receipt, review, and processing of customer requisitions 
• Issue of materials and supplies 
• Submittal of purchase requisitions for stock replenishment 
• Maintenance of inventory records and controls 
• Disposal of excess supplies 
• Interface with Technology Management and Accounting 
• Preparation of reports as required by higher authority  

 
As the warehousing component establishes historical numbers, reevaluating these factors 
will provide a more accurate representation of the needed inventory and operational 
efficiencies.    

 

Objective 1: Recommendations  
R 1: Establish an assessment process that includes high risk items, in keeping with current 
County Policy and Budgeting, Accounting & Reporting System, and apply it to 
existing/future assets to determine property classification.  

R 2: Expand and implement necessary tracking & controls efforts over identified high risk 
assets. 

R 3:  Create written procedures for disposition of excess supplies to reduce the 
accumulation of expensed supplies. 

R 4:  Create a written warehousing policy & procedures and consult with Finance 
Department to address any future reporting needs. 

R 5: Expand current efforts in the pilot tool inventory program and warehousing 
component.   
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Focus 2: Keys & Access Cards 
 

Objective 2: Determine if Facilities Management’s controls of keys & access cards 
are adequate and operating effectively. 

Conclusion 2: Essential internal controls of keys and access card policy are not 
implemented, increasing risk of unauthorized access to County buildings. 
 

Summary: The purpose of the Lock, Key and Access Card Policy (P290) is to allow controlled access 
to buildings in such a manner that will afford protection of assets and occupants.  The system of 
controls around key and access cards had been designed with checks and balances between the 
issuer and the recipients.  Facilities Management is not performing an annual inventory that serves 
as a check on changes that have occurred throughout the year.  Currently, the system is operating 
solely in response to the County departments’ actions of returning keys, report missing/lost, or 
revoking security access rights.  Absent of this self-reporting there is no other mechanism to 
confirm or validate previously issued security access.    Policy awareness is limited among 
departments, key/access card recipients and Facilities’ staff.  Documentation deficiencies, differing 
name validation and an unresolved data anomaly decrease the reliability of security records.  
Benchmark policies are provided for Facilities Management’s review.  Facilities Management has 
begun performing a preliminary inventory of keys/access cards and is improving their controls 
over them.          

Annual inventory not performed 

Clark County Policy P290 requires an annual inventory of keys and access card be 
performed by Facilities Management (Appendix I).  In 2011, Facilities upgraded the access 
cards system from swipe cards to proximity cards.  During the conversion they conducted 
an inventory of all issued cards prior to switching to proximity cards.  At the time of our 
testing in 2016, no access card inventory has been completed since 2011 and there were no 
records of an inventory performed on keys.  

Clark County’s Lock, Key and Access Card Policy was established in 2007.  The policy 
designates General Services: Facilities Management as having primary responsibility for the 
security of Clark County facilities. Facilities Management manages the stock, creation, 
issuance, returns and security records of keys/access cards.  Departments are responsible 
for approving key requests for areas within their jurisdiction and reporting lost or 
unreturned keys/access cards. Policy P290 also assigns the responsibility to Department 
head or authorized delegates to secure keys/access cards from staff when their 
employment ends or assigned duties do not require the use of issued access.   

Clark County Sheriff’s Office maintains control over their access cards system and in 
keeping with their Criminal Justice Information Services (CJIS) requirements.  Our review 
did not include areas controlled by Clark County Sheriff’s Office access card system.   
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The full extent of risk associated with keys and access cards still assigned to separated 
employees or vendor/contractors is unknown.  Our review only encompassed security 
records of separated employees from October 2014 thru September 2016 and a limited 
vendor/contractor word search of key & access cards records.  A more comprehensive 
review of all security records should be conducted that encompasses the time frame prior 
to and after our selected data.   

No indication of loss due to potential unauthorized access  

Due to the elevated risk created by the number of keys and access cards unaccounted for we 
conducted additional testing.  We compiled a list of County buildings that had outstanding 
keys or access cards associated with them.  We worked with Clark County Sheriff’s Office 
which researched police reports associated with these addresses.  There were no cases that 
were definitively associated with a loss located within a restricted area.  

Limited awareness of policy and communication to departments/recipients 

At the time of our review, Facilities employees and requesting Departments had limited 
knowledge of policy P290.  Within the policy there is no specific language on how the policy 
should be communicated to recipients or departments and it is not distributed during the 
key/access card issuance procedures.   

Without effective communication of the policy, recipients were unaware of their role, 
responsibilities and acceptance of potential liability they are acknowledging when signing 
for their key and/or access card.  For example, rekeying costs are to be incurred by the 
department or the vendor who they contracted with.   A review of existing contracts found 
that there were no references to P290 or any key/access card security requirements.  Our 
review also found deficiencies in documentation and signatures for vendor/contractors key 
issuance records.  

If a vendor/contractor is unaware of the policy’s cost recovery clause and no signature was 
captured as proof of receipt of keys or access card, then cost recovery efforts will be difficult 
to employ.   

Deficiencies in documentation practices 

Key and access card request 

We tested issuance documentation for keys and access cards and found exceptions to 
requests.  Of the keys and access cards tested we found examples of waiving of 
documentation requirements made by and for Facilities Management.  Though Facilities 
Management is responsible for the lock, key and access card program for the County, they 
are not exempt from documentation requirements. 
 
Work orders controls over blank access cards stock 

While conducting our review we encountered a missing access card blank.  This incident 
exposed a weakness of the current controls over blank stock, work orders and security 
records databases.  Facilities Management does not maintain an inventory list of blank and 
issued access cards.   
Security records are managed within two electronic systems.  Access cards are managed 
through a computer software and keys are managed through an excel spreadsheet 
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maintained by the Locksmith.  Requests and work orders are primarily processed through 
TMA Systems with limited number of paper requests.  These systems are independent of 
each other to ensure secure limited access to security records and deterring remote 
unauthorized access. 

Facilities Management could not determine if the card had been issued, destroyed or 
missing.  The access card was later found when the department that received it discovered 
that that the access card was not programmed.  Without a cross reference among the 
systems it was impossible for Facilities Management to determine missing blank stock for 
access cards and keys.  Creating cross references among the different systems utilized to 
create a key or access card could provide Facilities Management a reliable avenue to 
determine disposition of items.   
 
Signatures 

Of the documents we reviewed, signatures were consistently captured by staff in electronic 
or paper based format.  Facilities Management requests recipients to present identification 
prior to receiving a key or access card.  This served as a validation method to ensure that 
the person receiving the key is the intended person. We did find one occurrence of a 
recipient signing for their key on behalf of another key recipient.  Though this might 
expedite the issuance of keys, individual key holders should present their own signature or 
alternate method of validating their identity.   
 
Facilities Management signature capture does not provide acknowledgement that recipients 
have read and accept the responsibilities for a key or access card.  Policy P290 only requires 
recipients who are accepting master keys to sign a statement acknowledging responsibility 
but does not provide the language of the statement.     

Current key and access card requests whether conducted online or in paper format, do not 
contain any reference language regarding P290 and only limited language of acceptance of 
responsibility.   The paper format does include some directional language; 

“Please provide the employee with instructions on the proper use of the access system 
and card”.   

Stronger language is located within the work order paper document but the form is 
intermittently provided to offline key recipients for signature purposes;   

“By signing this agreement, I agree to guard and protect the keycards, as stated 
herein, from harm, loss duplication and misuse by myself or by other people.  Any 
breach of this agreement may result in administrative review.” 

Below is a sample statement that makes a direct reference to policy and the listed 
provisions reflect the organizations priorities.   

 “I understand that keys issued to me provided access to the space listed above.  
Additionally, I have read and am familiar with the Key Security and Lock Control 
Program and understand that he following provisions apply: 

a. Duplication of keys, other than those approved by the security manager, is not 
approved 

b. Keys must remain in my possession at all times and may not be loaned. 
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c. Upon my transfer or reassignment, the keys must be turned into the Department 
Key Custodian… 

A similar statement should be developed that includes the provisions within P290 that are a 
priority and consistently provided to all key/access card recipients regardless of the 
method of signature capture. For full statements see Appendix D.      

Missing documentation 

As part of our review we requested supporting documentation for access cards that had 
been issued to names from the recently separated employees list.  Facilities Management 
was unable to produce supporting documentation for 5 of the 7 access cards records 
requested.     
 
Vendor paperwork requirement not implemented 

P290 states that “Vendors are required to complete the necessary vendor/contractor 
paperwork before a key will be issued”.   This documentation had not been established.  
Currently vendor/contractor requests follow the usual department request procedures 
with no additional documentation requirements.   
 
Controls over keys and access cards are less effective when documentation is incomplete or 
missing.     

Names in the security records and employment records do not match 

During our review we found difficulty validating separated employees names to security 
records.  Facilities Management’s current practice utilizes the name provided in the initial 
department TMA Systems request for the security records.  However, Human Resources 
maintain the employees’ legal name as presented to them through government issued 
identification. Some security records contained name variations that include nicknames 
(Nick for Nicholas) and abbreviated versions (Ed for Edward).  Others did not reflect 
surname changes that occurred after the initial security record was created and the 
employee left County service.   It is a best practice for security records to reflect the 
recipient’s legal name.  This may be established prior to issuance by requiring key/access 
card requests to provide legal names only and confirmed through government issued 
identification provided by recipient during issuance procedure.  

A unique identifier data point should be added to security records that assist in 
differentiating between them.  Such as employee numbers for County employees, contract 
or purchase order number for vendor/contractors, or activity name for temp/volunteers.  
The lack of an additional unique identifier made it difficult to definitively match 
employment records to security records.  If left uncorrected, performing an annual 
inventory will be challenging.   

A data anomaly remains unresolved within access card software 

Computer software manages the creation of access cards and has report generating 
capabilities.  We requested activity records for cards associated with separated employees 
from October 2014 thru September 2016.   We noticed a data anomaly that shows that a 
single card’s activity records had multiple names attributed to the same card number.  
There were four instances where the activity records alternated between two names and in 
one instance it alternated between name & “not assigned”.  In one of the alternating names 
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instances, the security record contained three separate names, with the final name matched 
a separated employee’s name that left County service on September 2015 but the activity 
associated with this name was for dates after this date.   

Facilities Management attributed the “not assigned” as a misread by the access card readers 
but could not determine why the user name would be alternating on the rest of them.  We 
contacted the software company and they advised that the software would not behave in 
this manner.  Once a card is assigned a user, the software would continue to utilize the 
provided user’s name.  The reliability of the security records is questionable if the final 
cause for this anomaly is not determined. 

Adopting best practices may reduce risk 

Security policies are shaped by the organization’s unique needs and by best practices 
among government agencies. Policy P290 was written in 2007, since then security changes 
have occurred both within Clark County and security industry.  The following are some 
suggested areas to focus on with consideration to the following examples.  A complete list 
can be found in Appendix C.      

Increasing policy awareness of the recipients:  

 “Prior to receiving a cardkey, cardholders are required to read and sign a "Cardkey 
Rules" form that addresses cardholder responsibilities for possessing cardkeys,…” 

Establishing categories beyond County and Vendor:  

“Vendors, temporary services contractors, visitors, guests or volunteers who will be at 
the County for an extended period of time will be issued, through the Department 
Supervisor they are affiliated with, a Visitor ID Card provided by the Key Card Office 
for the duration of their stay at the County.” 

 Implementing stronger controls over temporary users: 

“Upon request by authorized departmental personnel, the Cardkey Administrator may 
issue temporary cards with vendor specific access and time zones” 

“Temporary employees, contract employees and/or volunteers shall not be issued keys 
on a permanent basis.  Should physical key use be required to fulfill a job function, keys 
should be managed within the department and signed in/out to the temporary 
employee on an as-needed basis.” 
 
“All temporary cards shall have a maximum length* of 90 days prior to automatically 
expiring” (*length of security access) 

  
Creating a notification system on employee status changes: 

“The Human Resources Department should submit a monthly report of all terminated 
employees to the ISD Cardkey Administrator” 

 “Employees who transfer from one County agency to another must turn in their 
Employee ID or generic key card to DCFM Administrative Services for re-coding if they 
use it as key card for access to a county facility” 
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Create Access (Permissions) Matrix and program access to reflect business need:  

“It is the responsibility of each department head, or his or her designee, to determine 
and assign their employees' access rights base on job requirements… (1) access area, 
(2) hours and (3) days of the week.” 

Security Records should be based on legal name: 

“Each cardkey shall contain the individual's legal name as it appears on a government-
issued identification such as a driver's license (no nicknames are allowed)” 

These are a few areas for review; we encourage Facilities Management to review similar 
agencies’ policies as they conduct an update of P290. 

Ongoing efforts to improve internal controls of keys and access cards 
 
Performing preliminary key & access card inventory  

Facilities Management reported they have begun initiatives to update their security records 
and work with departments to assess any needed changes to security elements.   They have 
reached out to individual departments to verify the status of issued keys.  Facilities 
Management is forwarding a list of assigned keys and soliciting the status of each key.  They 
are then scheduling appointments within the departments to meet with key recipients to 
obtain any missing signatures, and to conduct physical review of keys to check for 
appropriate stamping, if missing, the stamps will be added on site.  Prior to 2008 keys were 
not consistently serialized to the individual key level, through this new effort, security 
records will be updated to reflect the current key custodian.  Facilities Management is also 
conducting a review of access cards associated with vendors and have deactivated cards 
whose projects have ended.   
 
Facilities Managements is reviewing the integration of TMA Systems software into key and 
access card blanks inventory management.  The system will allow Facilities Management to 
input individual key series and access cards into the system. The stock’s usage is reflected in 
the completed work order and the system will provide a reorder reminder when stock is 
low.   

 
Collaboration with Human Resources on monthly employee separation reports 

Facilities Management has reported they are working collaboratively with Human 
Resources department to obtain a monthly report of separated employees that aids them in 
identifying keys/access cards that have not been reported inactive or turned in.  By adding 
this procedure, changes are followed up on a monthly bases and then again during the year-
end inventory.   

 
Expanding access card use 

Facilities Management has indicated they are encouraging greater utilization of access cards 
and aiding departments in transitioning away from less efficient systems.    For example, the 
use of mechanical pushbutton locks is relatively inexpensive but requires a manual access 
code modification when staff changes occur.  Manually changing the combination is a time 
consuming activity and depending on the frequency, can be costly to the department.  
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Access cards are programed electronically and can be disabled remotely or set to expire 
with minimal staff time required to perform these tasks.   
 

                                                                                          
Photos 5: Access card managed electronic cabinets 
 
Facilities Management is also increasing controls over their operationally shared keys by 
using access card managed electronic cabinets.  These cabinets interface with the use of an 
employee’s access card.  The system automatically tracks the user’s information, the 
particular key that was removed and will notify the administrator if the key has been out 
beyond an acceptable time frame via email.  The system also has report generating 
capabilities.   Facilities Management is working with Public Works on exploring the 
possibility of Fleet Division purchasing similar electronic cabinets for their fleet vehicle 
keys.  They are also reviewing the use of access card enabled gate openers.    Implementing 
these systems could create efficiencies in how operators share fleet keys and expediting 
traffic flow within the secured Public Works yard.   
We commend Facilities Management’s ongoing efforts and encourage their expanded use of 
access cards.   

Objective 2: Recommendations 
Rec 6: Conduct a review of all issuance records to update the disposition of keys and access 
cards. 

Rec 7: Fully implement P290 and prioritize the annual inventory of keys & access cards.  

Rec 8: Increase awareness of policy P290 among their staff, County departments and 
key/access card recipients.   
 
Rec 9: Correct documentation deficiencies and end the practice of exempting 
documentation requirements. 

Rec 10: Security records should include a unique identifier to differentiate between 
recipients. Use of legal names on records should also be considered. 

Rec 11: Resolve data anomaly and validate key & access card recipients’ records. 

Rec 12: Update policy P290 to reflect current security best practices.  
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Appendix A: Full Audit Methodology 
 

Objectives 

Objective 1: Determine if Facilities Management’s controls of high risk items and supplies are 
sufficient and effective. 

Objective 2: Determine if Facilities Management’s controls of keys & access cards are adequate 
and operating effectively.  

Scope 

This audit will focus on the ownership phase of high risk items although some results may lead 
to work in other phases.  

Inclusions – high risk items; expendable supplies purchases  

• Tools 
• Equipment under $5K 
• Supplies 

Inclusions – high risk items; keys and access cards: 

• Blanks- keys & access cards 
• Issued- keys & access cards 

Exclusions 

• Capitalized assets 
• Access cards system managed by CCSO 

Methodology 

1) Review applicable state federal laws and regulations, GASB and GFOA standards and 
best practices as well as local policies and procedures. 
 

2) Identify governance structure, authority and issues through document research and 
interviews with key management and operational personnel. 

 

3) Interview staff responsible for performing various related duties and/or oversight 
functions. 
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4) Review the work of auditors in other jurisdictions and research professional 
literature to identify best practices regarding training requirements, procedures, 
inventories and asset management. 
 

5) Determine if the items require a full inventory or if sampling can provide reasonable 
assurance in identifying risk. Choose appropriate approach for each group of items 
based on risk, materiality and assurance level needed. 
 

6) Identify through alternative records a group of eligible expendable equipment and 
custodial supplies items procured between 2013 and 2016. Conduct select 
inventories of tools & equipment and supplies.    
 

7) Identify the total group of eligible active key and access card that are within Facilities 
Management’s databases. Review blank keys and access card procurement records 
to identify last purchase quantity.   
 

8) Conduct testing on selected 2016 expendable equipment & custodial inventories 
and resolve results with records of items, quantities and types that are reflected in 
the procurement records. Testing based on judgmental sampling and does not 
reflect the entire population.  

 

9) Cross reference active key and access cards databases with the HR report of 
separated employees from October 2014 thru September 2016 and word search of 
databases of vendor/contractor or variant of the entire databases.  

 

10) Determine if separated employees had issued keys and access cards assigned to 
them.  Determine if vendor/contractor issued keys and active cards were still 
applicable. 

 

11) Determine if key and access card created from blank stock had supporting 
documentation.   
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Appendix B- High Risk Item Table 
Entity State Auditor’s Budgeting, Accounting 

and Reporting System (BARS) Manual  
Clark County 

 
Government Finance Officers 

Association  

Directive 3.3.11.50 Capital Assets: Control over 
Capital Assets: Small and Attractive 
Assets 

Capital Asset Capitalization 
Policy (2008) 

Best Practice: Maintaining 
Control over Items that Are Not 
Capitalized 

Category Small and attractive assets High Risk item Controlled Capital-Type Items 

Definition Assets that are particularly at risk or 
vulnerable to misappropriation, misuse 
or loss or that otherwise need to be 
tracked for operation purposes that fall 
below the government’s capitalization 
threshold 

A description given to items 
which are relatively valuable, 
small, and easily 
transportable and adaptable.  

When potentially capitalizable 
items are not, in fact, 
capitalized, care must be taken 
to ensure that adequate control 
is maintained over any such 
items that fall within the 
following categories: 

Establishing 
Category 

* Assets that are easily 
misappropriated or misused, such as 
laptops or high-value tools 
* Assets that may be expose the 
government to liability if lost, such as 
firearms or computers with confidential 
or sensitive data 
* Goods for sale 
* Assets that require tracking for 
scheduling, assignment, cost control or 
re-order purposes 

Such items have a higher 
susceptibility to theft and 
other losses. 

* Items that require special 
attention to ensure legal 
compliance (e.g., items acquired 
through grant contracts) 
* Items that require special 
attention to protect public safety 
and avoid potential liability. 
(e.g., police weapons) 
* Items that require special 
attention to compensate for a 
heightened risk of theft (e.g., 
sound equipment) 

Requirements & 
Recommendations 
(Summary) 

Governments should implement 
specific measures to track and control 
small and attractive assets to minimize 
identified risk as appropriate for the 
nature of the assets and risk 

Departments are responsible 
for the accountability of such 
items. 

Assign responsibility for different 
groups of controlled capital-type 
items to one or more specific 
individuals 

 Since small and attractive assets need 
only to be tracked for operational 
objectives, controls may not need to be 
as extensive as those for capital assets 

 Individual respons ble should 
prepare and maintain a 
complete list of those items 
each year within the department 

  Controls may range from basic 
measures such as policies, tagging, 
assigned custody, restricted access or 
other physical controls  

 At the close of each fiscal year, 
every individual assigned 
respons bility for controlled 
capital type items should 
prepare a report that provides a 
complete list of those items, 
along with an explanation of 
changes from the previous year 

 - to limited systems such as 
performance measures, check out 
systems, or reserve inventories  (where 
only items not in use are tracked) 

  

 - to full tracking and inventory controls 
resembling those for capital assets as 
discussed above 
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Appendix C- Benchmark Security County Policies 
Entity King County, 

Washington 
Marion County, 

Oregon 
The County of 

DuPage, Illinois 
Calhoun County, 

Michigan 
County of San Mateo, 

California 

Policy Name Employee ID 
Access System 

Building Security 
and Access 

Building Access 
and Control 

Employee 
Identification 

Building Access & 
Cardkey Policy 

Policy Year 1998 2009 2012 2002 2014 

Stated Purpose 

To establish 
uniform 
procedures for 
Employee ID/bus 
pass/key card 
policies regarding 
distribution, 
replacement and 
return upon 
termination 

The purpose of this 
policy is to 
establish 
organizational 
guidelines for 
protecting the 
property, privacy 
and security of 
county employees, 
volunteers and 
members of the 
public by 
regulating which 
persons are issued 
keys and keycards 
for access to 
buildings owned 
and operated by 
Marion County.  

The following 
policy outlines 
security measures 
specifically 
designed to 
govern access 
control to the 
DuPage County 
Government 
Complex.  This 
policy applies and 
established 
protocol to 
minimize the risk 
associated with 
intentional or 
unintentional acts 
or breaches of 
access against 
DuPage County 

The County of 
Calhoun 
recognizes the 
need to provide 
for the safety and 
security of all 
employees and 
visitors.  In doing 
so, the County is 
complying with 
Section 5 (a), the 
Federal 
Occupational 
Safety and Health 
Act of 1970 
(OSHA). 

This policy outlines the 
building access 
guidelines and 
expectations for all 
individuals who possess 
County cardkeys.  

Acknowledgement of Receipt 

ID/Keycard 
Request form: I, 
the undersigned, 
understand that 
my card is not to 
be loaned to 
anyone. I will 
report its loss 
immediately to 
DCFM, Admin. 
Svcs. & agree to 
relinquish my 
card when I 
transfer or leave 
King County 

Silent Silent 

Employees will 
be given a copy 
of this policy.  
This policy will be 
reviewed with 
new employees 
during 
orientation. 

Prior to receiving a 
cardkey, cardholders 
are required to read 
and sign a "Cardkey 
Rules" form that 
addresses cardholder 
responsibilities for 
possessing cardkeys,… 

Non County Employees 

ID/Keycard 
Request form:  
Contractor Other 

This policy applies 
to all county 
departments, 
county employees, 
volunteers and 
contracted 
providers who may 
need key or 
keycard access. 

In some 
scenarios, 
temporary 
personnel, 
vendors or 
volunteers 
(referred to as 
temporary 
employees) may 
be required to 
support County 
operations. 

Vendors, 
temporary 
services 
contractors, 
visitors, guests or 
volunteers who 
will be at the 
County for an 
extended period 
of time will be 
issued, through 
the Department 
Supervisor they 
are affiliated 
with, a Visitor ID 
Card provided by 
the Key Card 
Office for the 
duration of their 
stay at the 
County. 

Non-County 
Employees: For Extra 
Help, Contractors, 
Providers, etc., For 
Vendors, For Press, 
Attorneys, Other 
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Transferred Employees 

Employees who 
transfer from one 
County agency to 
another must 
turn in their 
Employee ID or 
generic key card 
to DCFM 
Administrative 
Services for re-
coding if they use 
it as key card for 
access to a 
county facility 

Silent 

All requests for 
the production of 
a new access card 
or modification or 
an existing card 
shall be provided 
by: Employee 
Manager for 
transferred 
employees or for 
current 
employees 
requiring access 
modification 

Silent 

It will be the 
responsibility of the 
department heads to 
collect these keys from 
employees as they 
change assignments or 
leave County service 

Sunset Card Provisions Silent Silent 

All temporary 
cards shall have a 
maximum length 
of 90 days prior 
to automatically 
expiring Silent 

For Extra-help, 
Contractors, Providers, 
etc. -- all facilities: 
These types of 
workforce member's 
cards are always set to 
expire by December 31 
(or sooner if the 
agreement/contract for 
their services ends 
prior to December 31) 

Key Issuance Vendor 

ID/Keycard 
Request form:  
Contractor Other 

This policy applies 
to all county 
departments, 
county employees, 
volunteers and 
contracted 
providers who may 
need key or 
keycard access. 

Temporary 
employees, 
contract 
employees 
and/or volunteers 
shall not be 
issued keys on a 
permanent basis.  
Should physical 
key use be 
required to fulfill 
a job function, 
keys should be 
managed within 
the department 
and signed in/out 
to the temporary 
employee on an 
as-needed basis. 

Vendors, 
temporary 
services 
contractors, 
visitors, guests or 
volunteers who 
will be at the 
County for an 
extended period 
of time will be 
issued, through 
the Department 
Supervisor they 
are affiliated 
with, a Visitor ID 
Card provided by 
the Key Card 
Office for the 
duration of their 
stay at the 
County. 

Upon request by 
authorized 
departmental 
personnel, the Cardkey 
Administrator may 
issue temporary cards 
with vendor specific 
access and time zones 

Separated Employees 

Office of Human 
Resources 
Management 
(OHRM) is 
responsible for 
furnishing DCFM 
with list of all 
employees 
eligible for a 
Employee ID/bus 
pass/key card and 
for employees 
who have been 
terminated or 
transferred each 
pay period 

Silent 

Security shall be 
notified in 
writing, where 
possible, of a 
termination or 
separation slated 
to take place 

  The Human Resources 
Department should 
submit a monthly 
report of all terminated 
employees to the ISD 
Cardkey Administrator 
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Cost recovery? 

Authorizes the 
County to deduct 
a replacement 
fee if the pass is 
not turned in to 
their supervisor 
prior to the 
terminated 
employees 
payroll cutoff 
date for their 
final paycheck 

Silent 

There shall not be 
any fee 
associated with 
lost or stolen 
badge/ID cards or 
keys 

The employee 
will be charged 
for each 
replacement of a 
lost or stolen 
Card. 

When a replacement 
cardkey is requested by 
an appropriate 
departmental 
authority, the 
department will be 
charged for the 
replacement cost. 

High Security Area Silent 

Individuals whose 
positions require 
unescorted access 
into high security 
areas or buildings 
shall comply with 
the provisions of 
the CJIS security 
policy, including a 
fingerprint-based 
national records 
check. 

Silent Silent 

Due to Federal Law, 
Crime Lab staff manage 
cardkey access to the 
Crime Lab.  The Sheriff 
maintains separate 
access control systems 
for Adult Correctional 
Facilities and the 
Probation Department 
manages access to 
Juvenile Detention 
Facilities. 

Leased Facilities Silent 

Whenever feasible, 
the building 
security 
procedures for 
leased facilities 
operated by the 
county shall be the 
same at that of 
county-owned 
facilities 

Silent Silent Silent 

Access (Permissions) Matrix Silent 

A building access 
matrix shall 
therefore be 
established under 
the direction of the 
Marion County 
Chief 
Administrative 
Officer, which will 
identify building 
access levels for 
these individuals 
and positions, 
based on business 
need and assigned 
responsibilities 

Silent Silent 

It is the responsibility 
of each department 
head, or his or her 
designee, to determine 
and assign their 
employees' access 
rights base on job 
requirements… (1) 
access area, (2) hours 
and (3) days of the 
week. 

Name of records Silent Silent Silent 

The name of 
used on the Key 
Card/ Employee 
ID Card will be 
the legal name of 
the individual 
requiring the 
badge.  NO 
NICKNAMES WILL 
BE USED. 

Each cardkey shall 
contain the individual's 
legal name as it 
appears on a 
government-issued 
identification such as a 
driver's license (no 
nicknames are 
allowed)… 
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Appendix D: Department of Defense : User’s Guide on 
Controlling Locks, Keys and Access Cards 
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Appendix F: North Dakota Office of Management & Budget: 
Sample Control Assessment of Assets 
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Appendix G: Definitions 
Capital Assets  

Intangible assets (such as computer software) and tangible real property, buildings, 
machinery, vehicles, and equipment with a useful life exceeding two years, and with an 
original cost of $5,000 or more.   

 
Controlled Capital-type  

Non-capitalized items that require special attention because they are sensitive for one 
or more of the these reasons: 

• Items that require special attention to ensure legal compliance.  Legal or 
contractual provisions may require a higher than ordinary level of accountability 
over certain capital-type items (e.g., items acquired through grant contracts); 

• Items that require special attention to protect public safety and avoid potential 
liability.  Some capital-type items by their very nature pose a risk to public safety 
and could be the source of potential liability (e.g., police weapons); 

• Items that require special attention to compensate for a heightened risk of theft 
(“walk away” items).  Some capital-type items are both easily transportable and 
readily marketable or easily diverted to personal use (e.g., sound equipment). 
 

Durable 
 Property that is not consumed in use  
 
Expendable  

Expendable property is that which is consumed, loses its identity, or becomes an 
integral part of other property when put to use or has an expected service life of less 
than 1 year (example: materials and supplies). 

 
High Risk  

A description given to items which are relatively valuable, small, and easily 
transportable and adaptable. Such items have a higher susceptibility to theft and other 
losses.  Departments are responsible for the accountability of such items. 

 
Inventory 

Tangible property or goods held for sale or consumption concurrent with the normal 
activity of a business or enterprise. 

 
Non-capitalized  

Nonexpendable equipment with an original cost of less than $5,000 and is charged to an 
expense or operating account upon receipt and is controlled by Custodial and/or 
Cognizant employees. 
 

Small and Attractive Asset   
Assets that are particularly at risk or vulnerable to misappropriation, misuse or loss or 
that otherwise need to be tracked for operation purposes that fall below the 
government’s capitalization threshold.  For example: 

• Assets that are easily misappropriated or misused, such as laptops or high-value 
tools; 
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• Assets that may expose the government to liability if lost, such as firearms or 
computers with confidential or sensitive data; 

• Goods for sale; 
• Assets that require tracking for scheduling, cost control or re-order purposes 

 
Supplies  

Supplies - Included items purchased for consumption or resale (e.g., office supplies, 
forms, agricultural supplies, chemicals, laboratory supplies, cleaning supplies, clothing, 
construction materials, drugs, electrical supplies, feed for animals, household supplies, 
lubricants, medicines, painting and plumbing, supplies, books, publications, etc.); fuel 
used to generate power, heating, and operating engines and vehicles (e.g.; coal, diesel 
fuel, gasoline, oil propane gas, wood, etc.); items purchased for resale (e.g.; automotive 
repair parts, grave markers and liners, central store merchandise, maps, code books, 
concession supplies, fuel, trees, library books and other library materials, etc.) small 
tools and minor equipment.   
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Appendix H: Clark County Capitalization Policy  
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Appendix I: Lock, Key and Access Card Policy 
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Appendix J: Facilities Management Comments 

 



R.10 Final Report Facilities Management Audit 2017.Docx  48 
 

 

 

 



R.10 Final Report Facilities Management Audit 2017.Docx  49 
 

 

 



R.10 Final Report Facilities Management Audit 2017.Docx  50 
 

 


